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Gidi thiéu

om)

Tai liéu ndy cung cdp géc nhin téng quan vé mdt ky thudt cta
giao thic mé héa dau cudi (End-to-end encryption) cho céc trd
chuyén Zalo.

Ngugi dung Zalo dé cé thé bdo mat trd chuyén 2 ngugi va tro
chuyén nhém bdng giao thiic méa héa déu cudi. Giao thic nay hé
trg ma héa tin nhén béng ma khéa. Cac mé khéa nay chi dudc
luu trit trén mdy cha ngudi dung va khéng dudc luu trif tqi bat
cl nai ndo khéc (ké cé trén may chi Zalo). Ngodi ngudi dung
trong trd chuyén, khéng ai c6 thé gidi mé dugc tin nhén méa héa
dau cudi.

Cdc tin nhén dudc mé héa bao gém: tin nhdn vén bdn, tin nhén
thoqi, anh, video, file, sticker, GIF, MP3, hinh vé tay, emoji, vi tri.

Zalo xdy dung giao thiic mé& héa dau cudi dua trén céc gidi
thuat Double Ratchet, Diffie-Hellman, Elliptic curve DH, v.v. BDay
l& céc gidi thuat mé ngudn md, dudc nhiéu ca nhéan, t6 chic uy
tin kiém dinh.

Phan tiép theo cla tdi liéu dua ra dinh nghia cac thudt ngil va
ky hiéu dugc dung, phuc vu cho phan gidi thiéu céc gidi thuat
dudc st dung. Cudi cung, tdi liéu ndy sé mé ta giao thiic mé hoéa
déu cuéi cua Zalo.



Giao thiuc ma
héa ddau cuoi



Thuat ngit & ky hiéu

RK

CK

MK

SK

Identity Key

Cdp khoa 256 bits dudc tao ra theo gidi thudat
Curve25519, dudc st dung dé dinh danh cho mét tai
khodn Zalo, sinh ra bai thiét bi chinh (thiét bi di dong)
cua ngugi dung.

Signed PreKeys

Cdp khoa dudgc tgo ra theo gidai thuat Curve25519, da
dudc xdc thuc bdi Identity Key, khod nay dugc thay thé
dinh ky (1 ngdy, tuan, thang, v.v.).

One-Time Prekeys

Cdc cdp khod dudc tqo ra theo gidi thudt Curve25519, la
logi khod chi dugc st dung 1 lan, lién tuc dugc tao ra khi
cé yéu cau.

Ephemeral Key cho viéc khdi tqo phién.

Ephemeral Key cho viéc tao ra Chain Key.

Root Key
Khod dudc sit dung dé tao ra Chain Key.

Chain Key
Khod dudc sif dung dé tao ra Message Key.

Message Key
Khéa dung 1 1an cho viéc ma héa théng tin gui di.

Secret Key
ECDH(X,Y)
Ham nay tao ra 1 khod chia sé bi mat néu X va Y Ia khod

céng khai ECDH cula 2 ngugi dung.

HKDF(X)
HMAC-based Key Derivation Function.

HMAC-SHA256(K,P)

Tinh toan HMAC st dung SHA256 va khod K ctia théng tin.

Giao thitc mé héa ddu cudi
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Giao thiic dong thuan khéa X3DH

X3DH la mét giao thiic ddéng thudn diing dé thiét Iap mot ma khéa chung gitta 2
bén khi muén xac thuc Ian nhau dua trén céc cdp khod céng khai (Public Keys).
Giao thic nay cung cdp hai tinh ndng:

e Forward secrecy
Tinh ndng dam bao khi mét méa khod bi 16 thi cling khéng dnh hudng téi cac
tin nhén fruéc.

«  Pha dinh ma hod (cryptographic deniability)
Chi véi cac tin nhdn dé dugc mé héa, bén thi ba (third party) khéng thé
chiing minh dudc Id ca hai bén tham gia giao thiic dé thuc sy trao déi
théng tin v8i nhau. Néi cach khdac, méi bén tham gia giao thic déu cé thé
phi nhdan dif liéu déd ma hoéa trén la cua ho, hodic phi nhdn ho cé kha ndng
gidi mdé né, ma khéng cé bén ndo khéc cé thé chiing minh dugc (deniable).

X3DH la l& giao thiic déng thuén khod bat déng bd. Ngusi gli tao tin nhdn khai
tgo session md hod va diing session dé dé mé hod tin nhén khdi tao cho ngudi
nhan, ngay cd khi ngudi nhan khéng truc tuyén. Ngusi nhéan sau dé cé thé xt ly
tin nhén khdi tao ndy va diing né dé tinh todn ra session tuong (ing diing cho
gidi ma tin nhén.

DE thiét Iap mdt session mai:

Budc 1: Ngusi thiét Iap session (A) Iy bd mé khéa gém I, S, va O,
néu cé tU may cha.

Budc 2 A tiép tuc tao ra 1 cdp key E nhd vdo gidi thuat Curve25519
va tinh ra R tU céng thic:

DH1 =  DH(I,,S,)
DH2 =  DH(E,I,)
DH3 =  DH(E,,S,)

Master SK =  KDF(DH1 || DH2 || DH3)

Né&u cb O, thi sé tinh thém DH4 béng céng thic:

DH4
Master SK

DH(E,,0,)
KDF(DH1 || DH2 || DH3 || DH4)

Giao thitc mé héa ddu cudi
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Cdc coéng thic trén miéu ta qud trinh tinh todn khod st dung giao thiic DH. Cha y
DH1 va DH2 dung dé tao ra xdc thuc chung, trong khi dé6 DH3, DH4 dung dé tao
ra tinh “forward secrecy” cla giao thic.

Sau khi c6 dudc SK, A cé thé diing truc tiép SK dé méa héa tin nhén gli cho B
hodic dung dé tdng cudng bdo mat théng qua céc gidi thudt nhu DH Ratchet
va Double Ratchet.

Gidi thudt Double Ratchet

KDF (Key Derivation Function)

La mét ham mé hod cé ddu vao 1d mét khod bdo mat va ngdu nhién
(secure and random) va dif liéu dé tgo ra 1 chudi dif liéu méi cé thé
dung lam maé khéa cho céac gidi thuat mé hod khéc. Tuy nhién néu
chudi dif liéu nay khéng ngéu nhién thi KDF phdi cung cdp 1 ham
b&m (hash) bdo mat mé khod va dif liéu dau vao (HKDF) cé thé dép
(ing ddy du tiéu chudn cta KDF.

KDF key

l Hinh 1
Gidi thuat KDF
Key

Input — In KDF
Out

|
! )!

Key
Input — In KDF
Out

|
! )!

Key
Input — In KDF
Out

|
! 1

Giao thitc mé héa ddu cudi
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DH Ratchet

Trong quda trinh trao déi tin nhdn gilia A va B, néu A vé tinh dé 16 SK
tU viéc trao déi mé khéa (nhu mé khéa dudc tao i gidi thudt X3DH),
tat ca cdc tin nhdn cii déu cé thé bi bén thit ba doc dugc. Dé gidi
quyét van dé nday, DH Ratchet dugc st dung nhu hinh 2. SK sé& dugc
thay d&i trong 1 lugt gui nhan tin nhdn.

Rttt Public Key Private Key

Private Key Public Key R >

! 1
o — TN

Public Key ettt Public Key Private Key

o — (T

Private Key Public Key

DH Output <« DH

A’s DH ratchet step

Hinh 2
Gidi thugt DH Ratchet

Symmetric Key Ratchet

Mdi tin nhdn gli nhan dugc mé héa véi 1 MK duy nhét. MK nay 1
déau ra ti chudi guii nhén KDF, thudng dudc goi la Chain Keys. Bau
vdo clia KDF thudng |a hdng s6 (cé thé Ia 0), do dé khéng dédm bdo
dudgc tinh khéi phuc khi bi thém nhdp, ma chi dam bdo MK dung dé
mé& héa hodc gidi mé tin nhdn dugc xéa ngay lic dé.

Gigo thilc mé héa dducusi | 8



Vi MK khéng dugc dung dé sinh ra mé khoéa ké tiép, cé thé Iuu trit
MK ma khéng anh hudng t6i bdo mat ctia bat ky tin nhdn ndo khac,
tranh mat va tin nhdn 18i khéng ding thi tu.

Chain key

J, Hinh 3
Giai thuét
Key Symmetric
Constant — KDF Key Ratchet
Out

Chain key Message key

Key
Constant — KDF
Out

|
! )!

Chain key Message key

Double Ratchet
Viéc két hgp 2 gidi thuat DH Ratchet va Symmetric Key Ratchet sé
tao nén gidi thudt Double Ratchet nhu sau:

« Khi tin nhé&n dudc gui va nhan, Symmetric Key Ratchet dugc ap
dung dé tinh todn ra MK dé ma héa hodc gidi ma.

« Khi nhdn Ratchet Public Key mgi, thuc hién DH Ratchet vGi
Symmetric Key Ratchet truéc dé dé tao ra mét Chain Key hodn
todn maéi.

Cdc gidi thuat Ratcheting nhu Double Ratchet cho phép 2 bén cap
nhat Session Key khi trao déi tin nhdn véi nhau, dam bdo dudc tinh
chat “forward secrecy”.

Giao thitc mé héa ddu cudi
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Vi du cu thé:
Khi bdt dau trao déi tin nhdn, A tao ra 1 cép khod méi va ldy Public

Key clia B. SU dung gidi thudt DH Ratchet dé tao déau vao cho KDF,
finh tfodn ra Root Key (RK) va Sending Chain Key (CK).

RATCHET ROOT SENDING RECEIVING

(oo oy PR
| |

Private key  Public key “

D Cdc khéa cli duge xb6a

Khi A gUi tin nhé&n déu tién A1, A st dung Symmetric Key Ratchet véi
Sending Chain Key (chudi key duing cho viéc gti tin nhdn mé hod) va
déng thdi tao ra mét MK méi. Chain Key nay sé dugc luu lgi. MK va
Chain Key cii sé bi x6a.

RATCHET ROOT SENDING RECEIVING

Public key R

Private key | Public key m

Symmetric Key
Ratchet

D Cdc khéa cli dugc xb6a

Giao thic ma héadaucudi | 10



Khi A nhén tin nhén tra I16i B1 ti B, tin nhdn nday dinh kém Public Key
mdi tu B:

« A dp dung DH Ratchet véi Private Key hién tai dé tao ra Receiving
Chain Key méi, déng thdi st dung KDF tao ra MK cho viéc gidi mé
tin nhdn B1.

* A tgo ra mét cdp khod méi. Sau dé dp dung DH Ratchet véi
Private Key m&i ndy va Public Key nhén dudc ti B dé tao ra
Sending Chain Key méi.

RATCHET ROOT SENDING RECEIVING
aee =
\ \
\ 1 )
«—»
\
—
[
-
\
\ 1 )
«—»
\
DH Ratchet Symmetric Key Ratchet
—
et

Gid s A gUi tin nhén A2 va nhan tiép tin nhén B2 véi Public Key cii
giéng B1. Sau dé A gui tiép tin nhdn A3 va A4, Sending Chain Key
cla A sé ap dung 3 lan Ratchet dé tao ra MK tuang (ing cho méi tin
nhdn, con Receiving Chain Key sé ap dung 1 lan Ratchet dé tao ra
MK gidi ma B2.

Sau dé A nhén dugc tin nhdn B3, B4 véi Ratchet Key méi (Public Key
méi). A tiép tuc gui tin nhén AS5. Todan bd qué trinh gli nhén tin nhén

dugc moé td nhu hinh 4.

Gigo thilc md héa ddu cusi | 11



RATCHET

Public key [EEEEEE

ROOT

Private key | Public key

SENDING

RECEIVING

Private key | Public key

Before B3

Private key  Public key

Hinh 4
Gidi thuét Double Ratchet

Giao thiic mé héa ddu cudi
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Giadi thuat Sesame
K&t hop gidi thudt X3DH va Double Ratchet cé thé g&p phdi nhiing vén dé sau:

« A va B tham gia trd chuyén mé héa dau cudi sif dung nhiéu
thiét bi. Vi vay, viéc ma hod mét tin nhdn U A 18i B ¢ thé phai
tao ra nhiéu session: tif thiét bi clia A gUi 18i tét ca cac thiét bj
cla B, déng thdi t8i cdc thiét bj khac clia A (méi thiét bi nhén
mét ban sao cla tin nhdn nay).

« A va B c6 thé thém va bo thiét bj, do dé phdi thém hodc xéa
session dé x{ ly céc thay déi nay.

« A va B c6 thé cling luc khdi tao mét session 18i Ian nhau dé 2
session m&i dugc tgo ra. D& Double Ratchet dat dudc hiéu qua
t6i uu nhat, A va B phai gtfi va nhén tin nhén sit dung chung
mét session md cd hai déng thudn s dung.

« A cd thé chon quyén xod cdc trang thdi (state) clia session clia
hodc khoi phuc tu 1 mét bdn luu trit (backup). Vi vay, A va B c6
nhiéu session cii (orphaned session) khéng con dugc st dung
ba&i ngugi con laqi.

Sesame la gidi thuat quén Iy session mé hod tin nhén bdt déng bo va cho nhiéu
thiét bi. Sesame dugc thiét ké dé qudn ly session clia gidi thudt Double Ratchet
dudc tgo ra vé&i gidi thudt déng thuan X3DH.

Lic cdi ddt, cac thiét bi sé guii O va S 1én may chi cung véi I clia ching. DE khai
tgo mot session, thiét bi guii sé Idy bd ma khéa nay ti may chd, sau dé st dung
gidi thudt X3DH dé tgo ra mét SK dung cho Double Ratchet session va tin nhdn
khdi tao X3DH. Céc dil liéu nay dugc dinh kém trén maéi tin nhén dé ngudi nhén
cé thé diing dé tao ra mét session chung bdng Double Ratchet. Khi nhan dudc
mét phdn héi 1 cac tin nhdn khdi tao, ngudi guii sé boé cac di liéu lién quan t6i
X3DH cho céc tin nhdn mé hod sau ndy va chi st dung Double Ratchet.

Sesame qudn ly viéc tao, xéa, va st dung session dé ddap Ung céc yéu cau trén.

2o«

Theo gidi thuét ndy, thiét bi sé gill sé “active session” tuong Ung v&i méi thiét bi
khdc ma né dang giao tiép. Céc “active session” ndy dudc dung dé gui tin nhdn
t8i cdc thiét bj khac. Khi nhén mét tin nhdn dudc mé hod badi mét “inactive

session” thi session ndy sé tré thanh mot “active session” mdéi.

Giao thitc mé héa ddu cudi
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Ma héa dau cudi
trong Zalo
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Tong quan

Ma héa dau cudi trong Zalo st dung gidi thuat X3DH cho viéc trao déi key tqo ra
SK va duing cho gidi thuat Double Ratchet dé ma hod tin nhén. Tuy X3DH hé trg
viéc trao déi tin nhdn ngoai tuyén ma khéng can cé session 1 trudc, Zalo van ¢
thém budc khdi tao, phan hoi dé ding cho céc tinh ndng khac.

Tao identity key va
bundle key

Nhdn bundle key
cta A

!

: X3DH tao SK va gti tin
X3DH tao SK nhan khdi tao (ciing la tin
: : nhan dau tién) cho A

A va B c6 thé trao ddi tin nhén
e : ma khéng cén buéc nay : .
GUi phan hoi khéi tao : : Hoan tat handshake

Dung Double ratchet ma héa,

. . gidi ma tin nhén . .
Trao doi tin nhan Trao doi tin nhan

Hinh 5
Qud trinh thiét Iap md héa dau cudi

Tai thdi diém cai dat hodic cap nhat, iing dung Zalo clia ngudi diing tao va gui 1
bd khod coéng khai: I, S, O t6i mday chi. May chu Zalo sé Iuu trit bé khod ndy véi
dinh danh ctia ngugi dung.

Ma héa ddu cudi trong Zalo
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Khi mét ngudi dung B mudn chat véi ngudi ding A, qua trinh thiét Iap dugc dién
ra nhu sau:

Budc 1: B yéu cu may chu trd vé bd khod I, S, O clia ngudi ding A.

Budc 2: Mdy chi trd vé bé khod 1, S,, O, cua A, va xod O, dé dugc
trd vé cho B.

Budc 3: B tao ra 1 khoéa E(E)).
Budc 4: B tinh todn Master Key theo cong thic nhu hinh 5.

Budc 5: B gui I, E, cia minh sang cho A, A dya vao 2 khod nay va
tinh ra Master Key giéng nhu B. A gui lqi E, cho B.

Budc 6: A va B tao ra Shared-Key chung (Root Key).

Budc 7: A va B tién hanh ECDH(E,,E,) tao ra 1 khod SK va s dung
khod SK va Root Key & budc 6 dé tao ra khod CK, RK.

Budc 8: A, B tao ra MK dung cho viéc mé hod tin nhén.

Budc 9: B va A cé thé bét dau gui tin nhdn cho nhau.

Ma héa dau cubi tro chuyén 1-1

Méi khi nhén tin nhén méi, 2 ngugi diing sé kiém tra E dé t6n tai chua. Néu dé
ton taqi, sé lay R tusng Ung E kém theo tin nhdn dé tinh MK dua theo céng thic
bén dudi dé cap nhat Chain Key.

HKDF(ChainKey,0x01) v&i ham HMAC lad HMAC-Sha256
HMAC-Sha256(ChainKey,,.,0x02)

MsgKey
ChainKey,.,,

Chi tiét qua trinh tinh todn xem lai hinh 3 (Symmetric Key Ratchet).

Khi nhén tin nhdn méi ma E chua t6n taqi thi sé thuc hién viéc tinh todn Igi R va
Chain Key méi dua vdo gidi thudt DH Ratchet. Kém theo méi tin nhdn sé c6 mot
bé dém cho E tudng Ung dung dé tinh todn key cho céc trudng hgp mat va tin
nhdn dén khéng diing thi tu.

SK ECDH(E,,E,)
ChainKey, RootKey,,, = HKDF(RootKey, ,SK)

Ma héa ddu cudi trong Zalo
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Mé& héa dau cudi chia sé
file, anh, video, v.v.

Viéc chia sé file dugc thyc hién theo cac budc dugi day:

Buéc 1: Mdy cla ngudi dung tu tao ra 1 khod ngéu nhién dai 256
bits cho viéc ma hoa.

Budc 2: Mé hod file véi khod ngéu nhién bdng gidi thudat
AES256-GCM.

Budc 3: Tdi file Ién mdy chu Zalo.

Buéc 4: GUi link dinh kém v&i mé khod vé trd chuyén 2 ngudi da
dugc bdo mat.

Buéc 5: May cla ngudi dung nhdan tién hanh gidi mé bdng khod
nhdn dugc.

~ » A A'.
Ma hoa dau cuol
N -~ P
tro chuyén nhom
Sau khi mét trd chuyén nhém dudc tao ra, cdc thanh vién trong nhém sé tién
hanh cac budc dudi day:
Buéc 1: Cdc thanh vién ty tao ra 1 Chain Key 32 bytes ngau nhién.
Budc 2: GUi Chain Key nday cho cac thanh vién con Igi frong nhém
thédng qua dudng trdé chuyén 1-1 bdo mat dé dudc thiét lap
tU truéc (néu chua cé thi may clia ngudi dung sé chd dong
thiét lap tu dau).
Budc 3: Tao ra MK.
Buéc 4: GUi tin nhdn da dudc mé hod Ién may chd.

Buéc 5: May chd tién hanh gui tin nhdn cho céc thanh vién trong nhém.

Budc 6: Cdc thanh vién dua vao Chain Key dé nhan dudgc dé tgo ra
khod gidi ma cho tin nh&n nhan dugc.

Ma héa déu cudi trong Zalo
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Khi c6 1 thanh vién r&i khoi tro chuyén nhé hodc méi tham gia tré chuyén nhém,
tat cd cac thanh vién sé thuc hién lgi Budc 1 va Budc 2.

Ngugi dung 1

Tao khéa mé
héa dau cudi
cho nhém

Ngugi dung 2

Tao khéa ma
héa dau cudi
cho nhém

GUi khéa nhém cho ting
thanh vién nhém bang

session md héa ddu cudi 1-1

GUi khéa nhém cho ting
thanh vién nhém bdng

session md héa ddu cudi 1-1

A gUi khéa nhém

cho cac thanh

vién con lagi
Ngugi dung 2

Ngugi dung 3

Ngugi dung n

B gufi khéa nhém

cho céc thanh

vién con lqgi
Ngugi dting 1

Ngugi dung 3

Ngudi dung n

Khi A gUi tin nhén ma héa déau cudi t6i mét nhém.

Ngugi dung 1

Ma héa tin nhén
nhém bdng
khoa nhom da
tao ra truéc dé
va gt tin nhan
ma hoéa lén
may chu

Mday chu

Forward tin
nhén 16i cac
thanh vién
trong nhém

Ngugi dung 1
Dung khéa
nhém tuong
Ngugi dung 3 Ung cla ngudi
gl dé giai ma
tin nhén
Ngugi dung n

Ma& héa déu cudi trong Zalo
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Md& héa dau cuéi nhiéu thiét bj

Ma héa ddu cudi trén Zalo hé trg gli nhan trén nhiéu thiét bi khac nhau béng
cdch si dung gidi thudt Sesame cho viéc qudn ly cac session, ma hod va gidi ma
tin nhdn. Khi mét thiét bi clia ngudi dung A muén gli mét tin nhdn mé hod déu
cudi t8i B, A sé phai thiét 1ap session t6i tiing thiét bi ctia B va chinh cdc thiét bi
cla minh. Sau dé, A dung cdc session tudng (ing md hod tin nhén dé gui t6i tiing
thiét bj clia B va cdc thiét bi ctia chinh minh dé déng bé tin nhan.

Hinh 6
Md héa ddu cudi nhiéu thiét bj
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Két luan

Ma héa dau cuéi la giao thic bdo mat t6i uu cho trd
chuyén trén Zalo, dudc xdy dung dua trén cac gidi thuat
dé& dugc cdng nhan va kiém dinh bdi cac nguén uy fin.
Bdng viéc dung cdc cdip ma khéa dugc luu trif déc lap trén
may cla ngudi dung va khéng phu thudc vao may chu,
giao thic ndy ddm bdo khéng bén thit ba ndo (ké ca Zalo)
cé thé gidi méa va doc dudc ndi dung géc cla tin nhdn.

D& nang cdp mé héa déu cudi cho céc trdé chuyén Zalo,
hdy lam theo huéng dén nay.
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Tai liéu tham khao

1. X3DH Key Agreement Protocol Xem thém
2. Signal Protocol Xem thém
3. Double Ratchet Xem thém
4. Sesame Protocol Xem thém
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